The security of a system is an important issue due to the latest advancements in information technology. Intrusion Detection Systems are used to identify the attacks and malicious activities in the computer systems. This paper discusses a new host based intrusion detection system for detecting changes in hardware profile using fuzzy inference rule. The proposed system is able to analyze and detect the unauthorized access in a computer system by generating a set of fuzzy IF-THEN rules with the help of frequent item set. These fuzzy inference rules are used to find the misuse of the system. The experiments of the proposed system are carried out on the system performance log.
INTRODUCTION
Due to technology emerges day by day, there is a need to have a security mechanism to protect the systems from unauthorised users and malicious activities. For this, the intrusion detection systems (IDS) are used. An intrusion detection system is a device or software application that collects information from a variety of network sources or computer systems for analysis in order to detect the signs of malicious activities. An intrusion is defined as a set of actions that attempts to compromise the integrity, confidentiality, or availability of the system resources [1] . Integrity refers to maintain and assure the accuracy and consistency of data over its entire life cycle. Confidentiality refers to maintain the secrecy of data into system so that unauthorized user cannot access. Availability refers to availability of information resources. There are two common approaches to develop an intrusion detection model: misuse detection model and anomaly detection model [2] . The misuse detection model refers to detection of intrusions that follow well-defined intrusion patterns. Every intrusion has some pattern e.g. number of packets, number of connection, bytes sent, duration etc. It matches the packets with the database of pattern. Whenever there is a match, alarms are raised. It is very useful in detecting known attack, but not suitable for unknown attacks. The anomaly detection model refers to detection performed by detecting changes in the patterns of utilization or behaviour of the system. Whenever there is any deviation from the normal behaviour activity, alarms are raised. Normal behaviour can be developed using different techniques such as statistical analysis, data mining algorithms, genetic algorithms, artificial neural network approach, fuzzy logic and rough set etc. The anomaly detection systems can detect new intrusions unlike the misuse detection systems. The IDSs can be network based or host based as far as the source of data is concerned. Network based IDS (NIDS) collects raw packets as the data source from the network and analyse for signs of intrusions. The host based IDS (HIDS) operates on information collected from within an individual computer system such as operating system audit trails, C2 audit logs, and System logs.
Fuzzy inference is the process of formulating the mapping from a given input to an output using fuzzy logic. This mapping provides a basis from which decisions can be made, or patterns are discerned. The process of fuzzy inference involves all of the pieces that are described in membership functions, logical operations, and fuzzy IF-THEN rules. The proposed work describes to design a host based intrusion detection system using fuzzy inference rules. The performance log of a computer system acts as input to proposed system. The input is divided into two subsets: one is called as training data and other as testing data. The training dataset is further classified into two subsets: abnormal and normal data. After that, perform data mining technique to select frequent items from each attribute in the abnormal data as well as normal data. These mined frequent items are used to find the important attributes of the input dataset, which in turn are used to develop a set of definite and indefinite rules using a deviation method. Then, indefinite rules must be ignored and definite rules are used to generate fuzzy inference rules by fuzzifying it in such a way that we obtain a set of fuzzy IF-THEN rules with consequent parts that represent as either normal or abnormal data. These rules are given to the fuzzy inference system to effectively learn [16] [18] . In testing phase, the testing data is matched with fuzzy inference rules to detect abnormal and normal behaviour of data. In this proposed work, Mamdami fuzzy inference system is used which is implemented in MATLAB 7.5.
The remaining paper is organized as follows: Section 2 reviews the related work. Section 3 discusses our proposed work. The performance log analysis is given in section 4. The experimental methodology and the results are discussed in section 5. Finally, the paper is concluded in section 6.
RELEATED WORK
Several researchers have discussed different designs for developing intrusion detection systems. In the last couple of years, intrusion detection has received a lot of interest among the researchers since it is being widely applied for preserving the security within a network and computer systems. Denning has described a rule based intrusion detection system that can detect security violations attempted by outsiders to system penetrations and misuse by insiders [5] . In this system, the generated audit record is matched with the defined rules and checked for abnormal behaviour. Srinivasa et al. have presented a rule based intrusion detection system in which they use genetic algorithm to make IDS more efficient [6] . The genetic algorithm has been used to prune the best rules from the generated rule set. They use DARPA dataset for training and testing purpose. Siraj et al. discuss an intelligent alert clustering model for network intrusion analysis [7] . They use principal component analysis with expectation maximization technique to aggregate similar alerts and reduce the number of low quality alerts. Shanmugavadivu et al. use KDD Cup99 for their proposed anomaly based network intrusion detection system [8] . They use fuzzy logic for identifying the intrusion activities in a network. This system generates fuzzy IF-THEN rules and with the help of fuzzy decision module the system identifies the appropriate classification of the test data. Dhanalakshmi discusses a system in which the fuzzy logic is integrated with the data mining methods using genetic algorithm for intrusion detection [9] . This system uses data mining to extract rules and Mamdami fuzzy inference system to determine the behaviour of the test data. Om et al. have designed a PCA based anomaly detection system for outlier detection in a computer system [10] . They use principal component analysis (PCA) to reduce the dimensions of data recorded by the computer system (performance log). Bharti et al. have proposed an intrusion detection model in which they use feature selection algorithm to select the non-redundant attributes [11] . They use fuzzy K-mean clustering algorithm to calculate the membership of every data point and J48 classification techniques for assigning a cluster to a particular class. Han et al. describe an evolutionary neural network based intrusion detection system, which has good detection performance and also reduces the training time [12] . Om et al. discuss a neural network based model, which can detect changes in the hardware profile of a computer system [13] . They use back propagation network (BPN) for detection and reported that the very high and very low values of the learning rate have bad effect on the results.
PROPOSED WORK
Recently, several researchers have focused on fuzzy logic for developing an effective intrusion detection system. This paper also proposes a fuzzy logic based intrusion detection system for detecting the changes in hardware profile. The model of our system is shown in Fig. 1 fuzzy IF-THEN rules for the proposed system. A fuzzy inference system is used to generate the output for detection.
In this figure, a bold line denotes the interconnection inside the module and a normal line denotes the data flow in the proposed system. The different steps involved in the proposed system for intrusion detection are described as follows:
i. Preprocessing module a. Data miner b. Attribute selector ii. Fuzzy rules generator iii. Fuzzy inference system iv. Finding behavior for a test input
Preprocessing Phase
The first component of our proposed system is preprocessing module. This module is responsible for accepting training data as system log and categorizes it into two classes: abnormal and normal data. These data are used to generate rules. The preprocessing module contains two sub-modules: data miner and attribute selector.
a. Data miner
The data miner integrates FP-Growth algorithm property to mine the frequent items in each attribute [3] . By considering the frequency of items in each attribute, the data miner identifies the frequent items by inputting sufficient support. The frequent items are identified for both the classes namely, abnormal and normal classes. The attributes containing non-identical {max, min} range for both the classes are chosen as effective attributes, which will give significant detection rate. The chosen attributes are used to generate rules for the proposed system. Compare the deviation range of the effective attributes for both abnormal and normal data to calculate intersection point. After that, intersection points are used to generate IF-THEN rules.
Fuzzy Rules Generator
The fuzzy rules are generated from the definite rules obtained from above step. The definite rules are the rules that contain only one classification label in THEN part. The fuzzy rules contain linguistic variables only, hence the membership functions are used to fuzzify the numerical values in definite rules. The triangular and trapezoidal membership functions are used in this step. For example, if an attribute1 is N 1 , the data is abnormal; if an attribute1 is N 2 , the data is normal.
Here, N 1 and N 2 are linguistic variables. These fuzzy rules are given to Rulebase of the fuzzy inference system.
Fuzzy Inference System
This step describes the fuzzy logic system for finding the suitable class label of the input test dataset. In the proposed system, we use Mamdami inference system [14] , which is based on Zadeh's paper on fuzzy algorithms for complex system and decision process [17] . In our proposed system, nine inputs and one output Mamdami fuzzy inference system with the centroid of area defuzzification strategy is used.
Finding Behaviour for a Test Input
For testing phase, a test data from the testing data is given to the Mamdami fuzzy inference system. It compares the input variable with the membership functions on the premises part to obtain the membership value for each linguistic label. The output of fuzzification interface is fed to the decision making unit which in turn compares that particular input with Rulebase. 
PERFORMANCE LOG ANALYSIS
The performance log has been generated of patterns with errors and without errors. The proposed system has been applied to analyse the log and find the result.
(a) Performance log The performance logs are generated by taking some of the process attributes for normal and abnormal behavior of the system. The performance of the personal computer can be measured by using the performance log. The hardware profile of the system that has been used in experiments as follows: • Threads: It is the number of threads in the computer at the time of data collection.
EXPERIMENT METHODOLOGY AND RESULT
For experimental evaluation of the proposed system, the performance log of the computer system needs be generated. The steps for generating the performance logs are as follows: The training dataset has been divided into two subdatasets: normal dataset and abnormal dataset. Firstly, the normal dataset have been generated. Samples of normal dataset are shown in Table 1 . After that, the abnormal dataset have been generated by disabling graphics driver, audio driver, and Ethernet driver. This generates the logs for the system performance that have been considered as intrusions. Samples of abnormal dataset are shown in Table 2 . For testing dataset, we have taken normal data as well as abnormal data, i.e. mixed data. Samples of the testing patterns are shown in Table 3 . For testing purpose, the testing dataset is given to the proposed system, which finds the behaviour of the input data as normal or abnormal. Results of some tested dataset are given in the form of a table (shown in Table 4 ). The last two columns denote the results of the tested dataset. The normal data is represented as N and the abnormal data as A. In the last column, the membership value of each dataset is given for the respective behaviour. The membership value 1.0 denotes that it is completely member of normal or abnormal data. 
CONCLUSION
Sometimes, a user attempts to change the hardware profile of a computer system without the knowledge of the administrator, this can be a sign of intrusion. This paper discusses an intrusion detection system using fuzzy logic, which can detect the changes in the hardware profile of a computer system. A Mamdami fuzzy inference system has been implemented to identify the accurate behavior of the generated system log. Mamdami fuzzy inference system works on the basis of fuzzy IF-THEN rules; so the fuzzy rules generator module has been used to generate the rules for all combinations of the selected attributes. System performance log of a computer system has been used to evaluate the performance of the proposed system. The experimentation results show that the proposed system can be applicable for detecting changes in hardware profile of a computer system.
